
The Players:

Anatomy of an Interac  chip debit card transaction
Chip technology securing Interac Debit, ABMs and Interac Flash

The Four Steps Of Transaction Security:

3. Risk Control

Once your financial institution decides it is safe to proceed and there are funds in your 
account to pay for your purchase, the data is sent back by cryptogram for your card to 
authenticate. Your card then makes the decision to approve and complete the transaction, 
bringing the conversation to a conclusion.

4. Completing Your Transaction

Chip technology gives the card the ability to store and process data securely and makes it extremely difficult to copy and reproduce. This processing 
power is used with cryptography to secure the transaction “conversation” that occurs between your Interac debit card, the POS terminal, and your 
financial institution via the Interac Inter-Member Network.

Sending the data by cryptogram ensures that the information cannot be interpreted by anyone else. Cryptography is the science of keeping 
confidential messages secure using mathematical algorithms with the purpose of encrypting data. 
 
It only takes seconds to process an Interac Debit transaction.  During this time, a complete 12-question “conversation” happens in a 4-step security process.  

Chip – it’s like a 
mini computer 
on your card

Interac Inter-Member Network – setting rules and standards and facilitating the transaction

Interac Debit Card Point-of-Sale (POS) Terminal

Chip enabled terminal – 
built in security to conduct 
chip transactions 

Interac debit cards equipped with chip technology will be standard by the end of this year. Ever wonder what goes on when you put your card in a 
Point-of-Sale (POS) terminal or an ABM, and what it means to you? Let’s look at how it all works at a POS terminal. 

 1. Payment Selection
As soon as you insert your Interac chip debit card into the 
POS terminal, the secure transaction conversation begins. The 
terminal first determines that you want to pay with Interac 
Debit and then prompts you to enter your PIN.

 2. Validation

Added Security: 

The payment terminal asks your card for the data required to proceed 
with the transaction and authenticates you as the cardholder. This 
process includes security checks like making sure that your card’s 
effective and expiration dates are valid. The terminal also performs a 
test to ensure that your card has not been tampered with.

Under Interac rules, Interac 
chip debit cards cannot allow 
for fall-back. This means that if 
a criminal copied the magnetic 
stripe on your card and captured 
your PIN, then tried to use that 
fake mag stripe card at a chip 
POS terminal or ABM, the 
conversation process would 
identify this and decline 
the transaction. 
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Your financial institution then joins the conversation. Once 
the terminal and your card have made the decision to 
proceed, data is sent online to your financial institution in a 
format only they can interpret, which they validate through 
their own security analysis.  
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Did You Know:

All cards and ABMs will be converted
to chip

Interac Chip Conversion Schedule Interac Debit Fraud Losses

$182 billion  
how much Canadians spent 
using Interac Debit in 2011 

Interac Flash

Interac Flash is a contactless enhancement of Interac Debit. It lets 
you pay for purchases by simply “flashing” your card at readers that 
support Interac Flash, offering a faster, online, real-time payment 
option for your small everyday purchases that’s based on the same 
chip technology as a traditional Interac Debit transaction.

In addition to the 4 steps of security outlined above, your transaction 
is further secured using a number of cryptographic techniques that 
protect against skimming, counterfeiting, transaction replay types 
of fraud, and tactics such as electronic pick-pocketing. Interac 

Flash uses RF-enabled smartcard technology, specifically designed 
to protect sensitive information. The information being used to 
secure your Interac Flash transactions can’t be unwrapped or 
duplicated, making it useless to a criminal.

Interac Flash enabled terminals will also randomly prompt 
cardholders to insert their cards and enter a PIN to complete a 
transaction – ensuring any card in the wrong hands cannot be 
used. And remember: all Interac cardholders are protected from 
unauthorized transactions under the Interac Zero Liability Policy*.

4,143,540,000 
Interac Debit transactions occurred last year.
That’s over 11 million transactions a day!  for every Canadian! 120  
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All point-of-sale (POS) terminals will 
be converted to chip

For more info visit www.interac.ca/security
®/TMInterac, the Interac logo, and Interac Flash are trademarks of Interac Inc. Used under license.

* All Interac cardholders are protected from losses resulting from circumstances beyond their control under the Interac Zero Liability Policy. See your financial institution for details.

That’s equivalent to a stack of 
$10 bills that stretches to nearly 

4,000 km

With the help of chip 
technology, fraud losses 
declined by 41% between 
2010 and 2011. 
Interac cardholders are 
protected from unauthorized 
transactions under the Interac 
Zero Liability Policy*.

- 41%


